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Disclaimer:  PLEASE NOTE:  The APWG and its cooperating investigators, researchers, and 

service providers have provided this study as a public service, based upon aggregated 

professional experience and personal opinion.  We offer no warranty as to the 

completeness, accuracy, or pertinence of these dat a and recommendations with respect 

to any particular companyõs operations, or with respect to any particular form of criminal 

attack.  This report contains the research and opinions of the authors.  Please see the 

APWG web  site ð apwg.org  - for more information.  

 

  

http://www.apwg.org/


 Global Phishing Survey: Trends and Domain Name Use 1H2010  

October 2010  

An APWG Industry Advisory  
http://www.apwg.org  ǒ  info@apwg.org 

PMB 246, 405 Waltham Street, Lexington MA USA 02421  

3 

 

 

Overview  

The first half of 2010 marked the end of phishing by the worldõs largest phishing gang.  

While that may seem like good news, the change actually boded ill for Internet users.  In 

late 2009, the òAvalanche ó phishing operation was responsible for a staggering two -thirds 

of all phishing attacks.  But like any professional operation, Avalanche  adapted  with the 

times , and b y mid -2010 the group had largely abandoned phishing in favor of a better 

tool: the Zeu s banking Trojan.  This report  takes a look at Avalancheõs evolution, examining 

how these e -criminals have  incorporated interrelated methods ñincluding phishing, 

malware, botnets, and spam ñinto their work.  

 

With Avalanche no longer dominating the scene, phi shing fell back to historical levels in 

terms of the number of attacks observed and the number of Internet resources used.  

However, the uptimes of phishing sites headed higher.   

 

This report seeks to understand such trends and their significances by quan tifying the scope 

of the global phishing problem.  Specifically, this new report examines all the phishing 

attacks detected in the first half of 2010 (ò1H2010ó, or January 1, 2010 through June 30, 

2010).  The data was collected by the Anti -Phishing Working  Group  and supplemented with 

data from several phishing feeds and private sources.  The APWG phishing repository is the 

Internetõs most comprehensive archive of phishing and e-mail fraud activity. 1  We hope 

that bringing new trends to light will lead to im proved anti -phishing measures.  

 

Our major findings include:  

1. The Avalanche phishing gang abandoned its  traditional phishing activities in 

favor of malware distribution.  (Page 5)  

2. Phishers continue to use subdomain services to host and manage phishing sites.   

Phishers use such services as often as they register domain names.   This activity 

shows phishers using services that cannot be taken do wn by domain registrars 

or registry operators, in the hopes of extending uptimes of attacks.  (Page  17)    

3. In 1H2010, the average and median uptimes of all phishing attacks grew from 

previous periods.   Non -Avalanche phish stayed up noticeably longer .  (Page 8.) 

4. The total  of Internet domain names and numbers used for phishing has 

remained steady  over the past three  years, a period in which the number of 

registered domain names in the wo rld has grown  significantly .  (Page 4)   

5. Use of URL-shortening services (such as bit.ly and tinyurl.com) by phishers may 

be  a growing trend.  URL shorteners can be useful for launching social  

engineering attacks via services such as Twitter. (Page 19)  

6. Phishers are not leveraging the unique characteristics of internationalized 

domain names (IDNs) , and there are factors that may perpetuate this trend in 

the future.  (Page 16)   

 

 

                                   
 
1 This new report is a follow -up to our earlier studies of data stretching back to January 2007.  The 

previous studies are available at:  http://www.apwg.org/resou rces.html#apwg   

 

 

http://www.apwg.org/resources.html#apwg
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Basic Statistics  

Millions of phishing URLs were reported in 1H2010, but the number of unique phishing 

attacks and domain names used to host them was much smaller. 2  The 1H2010 data set 

yields the following statistics:  

 There were at least 48,244 phishing attacks .  This is down significantly from the 

record 126,697 observed in 2H2009, and t he fewest in any period since the first half 

of 2008. An òattackó is defined as a phishing site that targets a specific brand or 

entity.  One domain name can host several discret e attacks against different 

banks, for example.  The decrease in attacks was due to reduced activity by the 

Avalanche phishing gang.  

 The attacks occurred on 28,646 unique  domain names .3  This is virtually unchanged 

from the 28,775 seen in 2H2009, and down  from the 3 0,131 observed in 1H2009.  The 

number of domain names in the world grew from 168 million in mid -2008 to 192 in 

late 2009 to  196 million  in May 2010 .4    

 In addition, 2,538 attacks were detected  on 2,018 unique IP addresses , rather than 

on domain names.  (For example: http://96.56.84.42/ClientHelp/ssl/index.htm .)  This is 

comparable to the  2,031 unique IPs seen in 2H2009, and  down significantly from  the 

3,563 in 1H2009.  We did not observe any  phishing on  IPv6 addresses .   

 If unique domain names and unique IP addresses used for phishing are added 

together, the amount of Internet names and numbers used for phishing has 

remained remarkably steady  over the past three years.  

 Of the 28, 646 phishing domains, we identified  4,755 that we believe were registered 

maliciously, by the phishers.  Of those, 1,624 (34%) were registered by Avalanche. 

Virtually all of the other 23, 891 domains were hacked or compromised on 

vulnerable Web hosting.  Malicious  registrations appa rently took place in just 49 

TLDs. 

 Phishing remains concentrated in certain namespaces.  62% of the attacks 

occurred in just four TLDs : .COM, .NET, .KR, and .ORG .  And 80% of the malicious 

domain registrations were made in just 5 TLDs:  .COM, .KR, .PL, .NET, and .TK.   

                                   

 
2  This is due to several factors:  A) Some phishing involves customized attacks by incorporating 

unique numbers  in the URLs, often to track targeted victims, or to defeat spam filters.  A single 

phishing attack can therefore manifest as t housands of individual URLs , while leading to essentially 

one phishing site .  Counting all URLs would therefore inflate some phishing campaigns.  Our counting 

method de -duplicates in order to count unique attacks, and has remained consistent across this an d 

our previous reports.   For an example of an apparently different tallying method, see page 4  at: 

http://apwg.org/reports/apwg_report_h1_2009.pdf  

B) Phishers often use one domain name to host simultaneous attacks against different targets.  Some 

phishers place  several different phishing attacks on each domain name they register.   

C) A phishing site may have multiple pages, each of which may be reported.  
3  òDomain namesó are defined as second-level domain names, plus third -level domain names if the 

relevant registry offers third -level registrations.  An example is the .CN (China) registry, which offers 

both second -level registrations and third -level registrations (in zones such as com.cn, gov. cn, zj.cn, 

etc.).   However, see the òSubdomains Used for Phishingó section for commentary about how these 

figures may undercount the phishing activity in a TL D. 
4  As per our research, and VeriSign Industry Briefs: http://www.verisign.com/domain -name -

services/domain -information -center/industry -brief/index.html   






























































